LIFE IS FOR SHARING.

INCIDENT HANDLING MANUAL FOR SUPPLIERS

MANUAL PRO RESENI INCIDENTU PRO
DODAVATELE

DEFINITION OF INCIDENTS

An incident, in the context of data privacy and
security of suppliers, refers to any Supplier s
event or occurrence that compromises or is
capable to compromise Deutsche Telekom
Services Europe Czech republic s.r.o. (as the
“Customer”), it’s integrity, confidentiality, or
availability of information or systems. Such
incidents can involve unauthorized access to
sensitive  data, breaches of regulatory
requirements, or actions that threaten the
protection of personal information. They can
lead to significant repercussions, including
legal penalties, financial losses, operational
disruptions, anti-social activities, and damage
to an organization's reputation, necessitating
prompt detection, response, and remediation
efforts to mitigate risks and safeguard
information assets.
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1.

DEFINICE INCIDENTU

Incident v kontextu ochrany osobnich Udajl a
bezpec¢nosti dodavatelld oznacuje jakoukoli
udalost dodavatele, ktera ohrozuje nebo mize
ohrozit Deutsche Telekom Services Europe
Czech Republic s.r.o. (jako "Zékaznika"), jeji
integritu, dvérnost nebo dostupnost informaci
¢i systém(. Takové incidenty mohou zahrnovat
neopravnény pristup k citlivym Udajim,
poruseni regulacnich pozadavk( nebo jednani
ohrozujici ochranu osobnich udaji. Mohou
vést k vyznamnym nasledkdm, véetné pravnich
sankci, finanénich ztrat, provoznich naruseni,
protispolecenskych aktivit a poskozeni povesti
organizace, coz vyzaduje rychlé odhaleni,
reakci a napravu opatfeni ke snizeni rizik a
ochrané informacnich aktiv.

1.1 BEZPECNOSTNI INCIDENTY
1.1 SECURITY INCIDENTS Sy o
o , Bezpecnostni incident je pokus o neopravnény
A security incident is an attempted or . NV
_ pristup, pouziti, zvefejnéni, Upravu nebo
successful  unauthorized  access,  use, . A . .
, S , zniGeni informaci ¢i naruseni provozu systému
disclosure, modification, or destruction of . . . . y
, , , , v informaénim systému, pfipadné pokud
information or interference with  system . . .
, , , , selhala opatfeni zavedena na jejich ochranu.
operations in an information system or that y S oy L P
, Bezpecnostni incident muze byt také jakakoli
measures put in place to protect them have . . " oy T
, T udalost, ktera narusi nebo mUze narusit sluzbu.
failed. A security incident can also be any event C o . . .
, , , , Jinymi slovy, incident je udalost, ktera
that disrupts, or which could disrupt a service. . o . . . ,
znemozni uzivatellim pokracovat v kazdodenni
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In other words, an incident is an event which
disables users to continue their daily activity or
have impact on performance of their work.

Examples of security incidents:

e Malware infection - the introduction of
malicious software (e.g., viruses,
ransomware, or spywarg) into an
organization's systems, which can harm
data integrity or lead to unauthorized data
access

e Social engineering attack
(phishing/smishing/vishing) - a targeted
attempt to steal sensitive information by
masquerading as a trustworthy entity in
electronic communications, often leading to
compromised accounts

e Unauthorized access - gaining access to
systems or data  without  proper
authorization, which can happen through
exploiting security vulnerabilities or using
stolen credentials

e Physical security breach - unauthorized
physical access to secure areas, such as
data centres, which could lead to theft or
damage to hardware and sensitive data

e Loss/Theft of company device - a company
laptop or mobile device containing sensitive
customer data is lost or stolen, leading to
concerns about data exposure and potential
identity theft

o Utok

o Fyzické
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¢innosti nebo ovlivnit vykon jejich prace.

Ptiklady bezpecénostnich incident(:

e |nfekce malwarem - zavedeni $kodlivého

softwaru (napf. viry, ransomware nebo
spyware) do systém( organizace, ktery
mize poskodit integritu dat nebo vést k
neopravnénému pfistupu k datdm

socialniho inZzenyrstvi
(phishing/smishing/vishing) - cileny pokus
o kradez citlivych informaci tim, ze se v
elektronické  komunikaci  vydava za
divéryhodnou entitu, coz Casto vede ke
kompromitovanym Ucétlim

e Neopravnény pfistup - ziskani pfistupu k

systtmdm nebo datim bez Fadného
opravnéni, coz mlze nastat zneuzitim
bezpecnostnich zranitelnosti nebo pouzitim
ukradenych prihlasovacich tdaj

bezpeCnostni  naruseni -
neopravnény fyzicky pristup do
zabezpecenych oblasti, jako jsou datova
centra, ktery mlze vést ke kradezi nebo
poskozeni hardwaru a citlivych dat

e /trata/kradez firemniho zafizeni - firemni

notebook nebo mobilni zafizeni obsahujici
citliva zakaznicka data je ztraceno nebo
ukradeno, coZ vyvolava obavy z vystaveni
dat a mozné kradeze identity

1.2 INCIDENTY TYKAJICi SE OCHRANY
OSOBNICH UDAJU

1.2 DATAPRIVACY INCIDENTS , o L
Ad . i ¢ " Incident tykajici se ochrany osobnich udaju
ata anacymm entl refers to any ?ventt at oznaCuje jakoukoli udalost, ktera vede k
results in the unauthorized access, disclosure, N » .y o
. neopravnenemu pristupu, zverejneni, ztrate
loss, or alteration of personal data or - o s , .
. . . . . nebo zméné osobnich udajl ¢i informaci, které

information that is subject to privacy RV . ,
, , , o podléhaji predpisim o ochrané soukromi. To

regulations. This can include incidents such as
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data breaches, where unauthorized individuals
gain access to sensitive data; accidental
disclosure of personal information; or improper
handling of data that violates privacy laws like
the General Data Protection Regulation
(GDPR). Data privacy incidents can lead to
significant  consequences, including legal
penalties, financial harm, and damage to an
organization's reputation, as well as potential
harm to individuals whose data s
compromised.

Examples of data privacy incidents:

e Data breach & misuse - an unauthorized
third-party gains access to the company’s
database and steals sensitive personal
information of customers

e Accidental data sharing or disclosure - an
employee mistakenly sends an email
containing personal data to the wrong
recipient, exposing sensitive information to
unauthorized individuals

e Social engineering attack
(phishing/smishing/vishing) - employees
fall  victim  to  phishing  schemes,
inadvertently  providing  their  login
credentials or other sensitive information to
cybercriminals, resulting in unauthorized
access to the company's information
systems

e Non-compliance with GDPR - The company
fails to comply with GDPR principles, such
as unauthorized data processing, e.g.
obtaining proper consent for data
processing, data minimization, or other
issues leading to regulatory investigations
and potential fines
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mdZe zahrnovat incidenty, jako jsou uniky dat,
kdy neopravnéné osoby ziskaji pfistup k
citlivym Gdajim; ndhodné zvetejnéni osobnich
Udajl; nebo nespravné nakladani s daty, které
porusuje zakony o ochrané soukromi, jako je
Obecné nafizeni o ochrané osobnich Gdajl
(GDPR). Incidenty tykajici se ochrany osobnich
Udaji mohou vést k vyznamnym dsledkdm,
véetné pravnich sankci, finan¢nich Skod a
poSkozeni povésti organizace, stejné jako
potencialni Ujmy pro jednotlivce, jejichz data
jsou kompromitovana.

Priklady incidentl tykajicich se ochrany
osobnich udaj:

e Unik dat a zneuziti - neopravnéna treti
strana ziska pfistup k databazi spole¢nosti
a ukradne citlivé osobni Udaje zakaznikd

e Nahodné sdileni nebo zvefejnéni dat -
zamestnanec  omylem  poSle  e-mail
obsahujici osobni udaje nespravnému
prijemci, ¢imz vystavi citlivé informace
neopravnénym osobam

o Utok socialniho inZenyrstvi
(phishing/smishing/vishing) - zaméstnanci
se stanou obétmi phishingovych schémat,
kdy neumysiné poskytuji své pfihlaSovaci
Udaje nebo jiné citlivé informace
kyberzlo¢incim, coz vede k
neopravnénému pristupu k informaénim
systémdm spolec¢nosti

e Nedodrzeni GDPR -  Spole¢nost
nedodrzuje zasady GDPR, jako je
neopravnéné zpracovani dat, napf. ziskani
fadného souhlasu se zpracovanim dat,
minimalizace dat nebo jiné problémy
vedouci k regulacnim vySetfovanim a
moznym pokutam
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INCIDENT REPORTING

Cases are reported to the local Data Privacy
Officer (DPO)/Security Officer (SO). The local
DPO and SO may also be contacted in case of
questions or for consultancy. Suppliers shall
report even in case they are not sure if it's an
incident or already fixed the mistake. Incidents
need to be reported without any delay.

INCIDENT PROCESS

Incident detection. Any Supplier can detect an
incident. A concrete initial suspicion exists if
facts are present or are plausibly asserted by a
person giving a tip-off, which make
misconduct, or a breach of obligations appear
possible. All types of incidents must be
reported.
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2. INCIDENT REPORTING

Pfipady jsou hlaSeny mistnimu Data Privacy
Officer (DPO)/Security Officer (SQO). Mistni
DPO a SO Ize také kontaktovat v piipadeé
dotazli nebo pro konzultace. Dodavatelé by
méli nahlasit i v pfipadé, Ze si nejsou jisti, zda
$lo o incident nebo chybu jiz opravili. Incidenty
je tieba hlasit bez jakéhokoliv prodleni.

3. PROCES INCIDENTU

1) Detekce incidentu. Konkrétni  pocatecni
podezieni existuje, pokud jsou pfitomny
skutecnosti nebo jsou vérohodné tvrzeny
osobou poskytujici tip, které naznaduiji, ze je
mozné porudeni povinnosti nebo protipravni
jednani. VSechny typy incidentd musi byt
hlaseny.

2) Initial assessment and plausibility check by the 2) Pocateéni posouzeni a ovéreni vérohodnosti
local Security or Data Protection Officer. If the mistnim Security nebo Data Privacy Officer.
incident is found plausible the investigation Pokud je incident shledan vérohodnym,
phase starts. zating faze vySetfovani,

3) Inyestlgatlon and |mp§ct assessment is done 3) VySetfovani a posouzen dopadii probiha s
with the help of impacted departments, . o RV .

_ L _ , pomoci postizenych oddéleni v zavislosti na
depending on incident type. The first point of . , , ) ,

. . . typu incidentu. Prvnim kontaktnim mistem je
contact is the local responsible Data Privacy or ‘st Data Pri bo Security Off
Security Officer. mistni Data Privacy nebo Security Officer.

4) Mitigation and documentation. Any immediate 4) Zmlrnevnlll SkOdv a do!<ur‘rl1e,ntacev. vJaklek,oh
measure resulted from the investigation and okamzité opatfeni vyplyvajici z vysetfovani a
impact assessment shall be launched. The posouzeni  dopadl  bude  zahdjeno.
responsible  Officer  shall  continuously Odpovédny  Officer  bude  prdbézné
document relevant incidents and the measures dokumentovat pfislusné incidenty a opatfeni,
taken in conjunction with them. ktera s nimi souvisi.

5) Close case 5) Uzavfeni pfipadu
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4.

INCIDENT CATEGORIES
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4. KATEGORIE INCIDENTU

Type of Incident Identification Typy incident( Identifikace
Malware infection Security Infekce malwarem Bezpecnost
Social engineering attack| Security Utok socialnim inZzenyrstvim | Bezpeénost
(phishing/smishing/vishing)| Data Privacy (phishing/smishing/vishing)| Ochrana osobnich
Unauthorized access Security Uickaj
Physical security breach Security Neopravnény pfistup Bezpecnost
Loss/Theft of company| Security FyZ'Ck? , narusenf| - Bezpetnost
devi bezpednosti
evice
Loss/Theft of employees| Security Ztrvzlata/ lfradez firemniho| Bezpecénost
. zarizeni
personal belongings
Loss/Theft of entry cards Security Ztratve/kradeoz osobnich véci| Bezpecnost
zameéstnancl

Data breach & misuse Data Privac

y Ztrata/kradez pfistupovych | Bezpecnost

Accidental data sharing or
disclosure

Data Privacy

karet

Non-compliance with GDPR

Data Privacy

5. CONTACTS

Unik azneuziti osobnich
udajdi

Ochrana osobnich
udajd

Nahodné sdileni osobnich
dat nebo jejich zvefejnéni

Ochrana osobnich
Udajl

nedodrzeni GDPR

Ochrana osobnich
udajd

5. KONTAKTY

Security

jakub.misinger@telekom.com

Officer

Security

jakub.misinger@telekom.com

Officer

Data Privacy | jakub.misinger@telekom.com

Officer

Data Privacy | jakub.misinger@telekom.com

Officer
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